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Protect yourself, your accounts, and your professional
relationships during a digital crisis
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Why a Crisis Response Guidebook Matters

Even with strong digital safety habits, crises like hacking, account compromises,
or data breaches can happen unexpectedly. How you respond immediately can
mean the difference between minor disruption and serious damage to your
personal or professional life.

This guidebook is designed to provide a comprehensive framework for
responding to digital emergencies. It combines practical steps, professional
guidance, and tools such as template communications, contact lists, and
account recovery strategies. Following this guidebook will help you:

+ React quickly and effectively in digital crises.

* Minimize damage to accounts, data, and professional reputation.

+ Maintain clear, professional communication with clients, colleagues,
supervisors.

+ Build long-term resilience and awareness for preventing future incidents.
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1. Understanding Digital Crises

Digital crises include any situation where unauthorized access, data breaches,
or malicious activity threatens your accounts or professional operations.
Common examples include:

. Hacked email or social media accounts.
. Compromised client databases or financial accounts.
. Malware or ransomware infections.

. Phishing attacks leading to unauthorized access.

Why preparation matters: Understanding the types of crises you might face
allows you to act calmly, prioritize actions, and prevent further damage. This
guidebook emphasizes prevention, immediate response, and recovery.
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2. Immediate Steps When
Hacked

A systematic approach ensures
effective containment and
recovery:

1. Stay Calm: Panicking can
lead to hasty actions that
worsen the situation.

2. Disconnect Devices:
Temporarily remove the device from the internet to stop further unauthorized
activity.

3. Assess the Situation: Identify which accounts, devices, or systems may have
been compromised.

4, Change Passwords: Update all affected accounts immediately. Use strong,
unique passwords.

5. Enable Two-Factor Authentication (2FA): Adds an extra layer of protection
against future access.

6. Scan for Malware: Use trusted antivirus or security software to check your
devices.

7. Document Everything: Keep records of suspicious activity, timestamps, and
communications for recovery or reporting purposes.

Women of Egypt Network 4 @



Crisis Response Digital Safety Guidebook

Note: Avoid communicating with the hacker. Do not negotiate or click any links
sent by them.

3. Securing Compromised Accounts

Email Accounts:
. Update passwords and recovery options.
+  Check sent messages and drafts for unusual activity.
. Notify relevant contacts if sensitive information was exposed.

Social Media Accounts:
. Log out all devices remotely.
. Restrict visibility and temporarily limit posting.
. Contact platform support for account recovery.

Work or Financial Accounts:
. Notify IT, security teams, or banks immediately.
. Monitor activity and suspend automatic transactions if needed.

Pro Tip: Use a password manager to securely generate and store unique
passwords for each account.
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4. Workplace IT & Support Contact List

Having a readily accessible contact list is critical. Include:

. IT Helpdesk: Phone, email, chat.
*  Supervisor/Manager: For immediate reporting of incidents.
. HR or Security Team: Guidance for sensitive or client-related breaches.

. External Support: Antivirus, cloud services, cybersecurity consultants.

Tip: Keep a printed or offline copy in case your devices are compromised.
Update contacts regularly.

Women of Egypt Network 6 @



Crisis Response Digital Safety Guidebook

5. Professional Communication Templates

Communicate clearly and promptly during a crisis to maintain trust. Send a brief,
professional message explaining the situation, what steps you’re taking to
resolve it, and any actions recipients should take. Keep the tone calm, factual,
and free of unnecessary blame.
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6. Recovery and Follow-Up

After securing accounts and notifying affected parties:

* Monitor for Follow-Up Attacks: Hackers may attempt access via other
accounts or contacts.

 Review Security Practices: Strengthen passwords, enable 2FA, and audit
connected accounts.

+ Keep a Digital Incident Log: Document all actions, communications, and
resolutions for reference.

« Seek Professional Help if Needed: Cybersecurity consultants or IT teams can
provide advanced recovery assistance.
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7. Preventive Measures

Use strong, unique passwords for each account.

Enable two-factor authentication on all critical accounts.

Keep software, operating systems, and antivirus programs up to date.
Regularly back up important data offline or in secure cloud storage.

Train yourself and your team on phishing recognition and secure practices.
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Key Takeaways

* Digital crises can happen to anyone; preparation and structured response are
essential.

* Immediate action—disconnecting devices, changing passwords, and
documenting incidents—is critical.

* Keep a current contact list for IT and support teams.

« Communicate professionally with clients, colleagues, and stakeholders.

+ Follow up with strengthened security measures to prevent future incidents.
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